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Abstract
This paper introduces an algorithm of digital watarking based on Discrete Cosine Transform (DCT)Riscrete
Wavelet Transform (DWT). According to the Charastasf hunan vision, the absolute values of DC
Coefficients are divided into an arbitrary numbdrsegments and the energy of each segment is atdcu
Watermarks are then embedded into the selecteds pgake highest energy segment. Watermarks isexd by
performing the inverse operation of watermark enaliregi process. Our proposed method achieves SNRa(-to-
noise ratio) values ranging from 13 dB to 24 dBe Bimulation results show that this algorithm igsible and ha:
good robustness for somemmon audio processing operatis
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Introduction

As digital multimedia works (video, audio a
images) become available for retransmiss
reproduction, and publishing over the Internereal
need for protection against unauthorized copy
distribution has increased. These concerns mot
researchers to find ways to forbid copyright vimat
The most promising solution for this challeng
problem seems to lie in information hidi
techniques. Information hiding is the process
embedding a message into digital media.
embedded message should be imperceptible
addition to that, the fidelity of digital media muse
maintained the watermarks are embedded intc
selected promient peaks of the highest segmen
absolute DCT coefficients. Experimental res
indicate that the proposed watermarking met
provides strong robustness against several kinc
attacks such as noise addition, croppin-sampling,
re-quantization, M3 compression. Our propos
method achieves SNR (signaltoise ratio) value
ranging from 13 dB to 24 dB. Audio watermarki
should meet the following requirements :(
Imperceptibility: the digital watermark should r
affect the quality of original alio signal after it it
watermarked; (b) Robustness: the embec
watermark data should not be removed or elimin
by unauthorized distributors using common si¢
processing operations and attacks; (c) Cape
capacity refers to the numbers of bitst can be
embedded into the audio signal within a unit ofetji
(d) Security: security implies that the watermagh
only be detectable by the authorized person. Alsd
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requirements are often contradictory with each o
However, it should satisfyhe important propertie
such as imperceptibility and robustn

In this paper, we propose an effective at
watermarking algorithm that is based on the D\
The DWT transform decomposes the host a
signal into several multiesolution su-bands,
enaliing algorithm to locate the most appropri
subbands for embedding the watermark bits. In
proposed algorithm, the watermark bits are embe
in the high-resolution subands of the audio sign:
so that satisfactory robustness and imperceptit
inaudibility) performances are obtaine

Related Work

In this proposed dissertation work, watermark
system aims at implementing watermarking
frequency domain using methods viz.DCT [1] i
DWT [2]. Both the methods of digital auc
watermarking conists of three modules viz. sigr
generation module, watermark embedding mo
and watermark detection module. Signal gener:
module: Watermark signal is generated using &
invertible function which takes a watermarked ks
an input. Input speécor audio with approprial
sampling frequency is considered for our propc
method. In  watermark embedding modt
watermark embedding is performed in time don
or in transform domain. Our proposed method wil
using transform Domain to embed the a. In
Watermark detection module: Watermark detectic
performed by some sort of correlation detecto
statistical hypothesis testing, with or withc
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resorting to the original signal. De-embedding also
inverse fashion carried out.

Proposed Work

In this proposed dissertation work, watermarking
system aims at implementing watermarking in
frequency domain using methods viz.DCT [1] and
DWT [2].

Watermarked
signal Watermarked
Original
Audio signal l l Signal
— 3| Embedding »| Extraction [—»
Figure.2. Block diagram of Digital Audio

Watermarking

Both the methods of digital audio watermarking
consists of three modules viz. signal generation
module, watermark embedding module and
watermark detection module.

Signal generation module: Watermark signal is
generated by using a non-invertible function which
takes a watermarked key as an input. Input speech o
audio with appropriate sampling frequency is
considered for our proposed method.

Watermark embedding module: Watermark
embedding is performed in time domain or in
Transform domain. Our proposed method will be
using Transform Domain to embed the data.
Watermark  detection  module: Watermark
detection is performed by some sort of correlation
detector or statistical hypothesis testing, with or
without resorting to the original signal. De-
embedding also inverse fashion carried out.

Basic watermarking system consists of watermark
embedding process and watermark detection process.
A watermark consists of a sequence of real numbers

X ={X}, Xy —===X,}

we create a
watermark where each value of, is chosen
independently according to N(0,1) where

2
N(p,o )denotes a normal distribution with mean
pu and variance2.For watermarking, Cox’s method
[6] is used to embed watermarks into the highast *
DCT coefficients of the whole sound excluding the
DC component by the following equation.

Vi’ = vi (1+a xi) Q)
where, m is the length of the watermark sequevice,
is a magnitude coefficient into which a watermagk i
embeddedxi is a watermark to be inserted intp _
is a scaling factor, andi' is an adjusted magnitude
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coefficient. The watermark sequence is extracted by
performing the inverse operation.

The general equation for a 1-D DCT for N data items
is defined by the following equation

XJk] = :g)la(n)x(n)cos{@} 0<1sN-1

1
(2)
And the corresponding inversel-D DCT transform is
i.e. IDCT is given below:

N = 7RN
){n] _m |§00{ K]><C[K]|:m:| O<n<N-1
3)

Where, K=0, 1, 2 ...N-1,>‘[”] -DCT results, N=
Length of DCT.

In order to evaluate the performance of the progose
watermarking method in terms of watermark
detection, the correlation coefficient between the
original watermark X and the extracted watermark
X* is calculated by the following similarity SIM(X,

SIM (X, X" = XX

- IIIX.f-r X'f-
X*) equation:

It is highly unlikely that X* will be identical t&X. To
decide whether X and X* match, we determine
whether the SIM(X, X*) > T, where T is a detection
threshold. In order to evaluate the quality of
watermarked signal, the following signal-to-noise
ratio (SNR):

LAY
oS
> [Bm-5 )]
where S(n) and S*(n) are original audio signal and
watermarked audio signal respectively
Watermark embedding using DWT

In the similar way the embedding watermark for
DWT is given by following equations.

Winj-SWmj-thim2n

(4)
WA, )= Wim j-thim-2n)
m (5)

Where, m is the length of the watermark sequence.

SNE =101og,,

+ th
W (n, j) is the nth scaling coefficient at thk

stage,WH (nj)is thenth wavelet coefficient at the
:th

] stage, and ho(n) and huln) are the dilation
coefficients.

Corresponding to the scaling and wavelet functions.
The effectiveness of these algorithm is verifibg
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comparing for their performance features such as,
PSNR . We intend to evaluate the robustness of the
watermark to common signal manipulations
including data compression, adding noise and re-
sampling. In order to reconstruct the original déte
discrete wavelet transform coefficients are up-
sampled and passed through another set of low pass
and high pass filters, which is expressed as:

WEnjj= %:Wintﬁ Vg -2t} +§ WHL J+0gy(r—2)

wheregO(n) andg1(n) are respectively the low-pass
and high-pass synthesis filters corresponding & th
mother wavelet, Thgth level coefficients can be
obtained from thej+1)th level coefficients. Due to
its excellent spatio-frequency localization projeest
the DWT is very suitable to identify areas in adiau
signal where a watermark can be embedded
effectively. The quality of DWT watermarked signal
the following signal-to-noise ratio (SNR):

% 47
Enfi’qn _*’qnsz

where An and A'n are original audio signal and
watermarked audio signal respectively

Signal to noise ratio will be calculated by this
formula for both method.

SNRL@E) = 10ieg

255 2

PSNR=10xlog,,mse (6)

Experimental Result

Performance of DCT watermarking method for
different types of Wav audio signals sampled afl 44.
KHz.

Imperceptibility Test

Informal listening using head set reveals that the
watermark embedded into the original audio signal
using the proposed watermarking method does not
affect the quality of the sound, which ensures the
imperceptibility of the embedded watermark. Table 1
shows the SNR results of the proposed watermarking
method for different values ofi.. Our proposed
method achieves SNR values ranging from 13 dB to
24 dB for different watermarked sounds.

Table 1. SNR results of the proposed watermarking
method

SNR
Types of | [1=0.1 [1=0.2 [1=0.3
Signal
Symphony 21.5905 17.5699  14.0481
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Gayageum 22.7490 16.7284 13.2066
HumanVoice 23.8578 17.8373 14.3153
Classical 24.9609 18.9403 15.4185%

Robustness Test

The robustness of a watermarking method is defined
as the ability of watermark detector to extract the
embedded watermark after common signal
processing operations and attacks. Robustness is
measured in terms of the similarity function. TaBle
shows the performance of our proposed method in
terms of similarity when no attack is applied tairfo
different types of watermarked audio signals.

SNR
Types of | 1=0.1 [1=0.2 [1=0.3
Signal
Symphony 31.5060 31.5060 31.506(
Gayageum 31.5060 31.5060 31.5060
Human Voice | 31.5060 31.5060, 31.506(
Classical 31.5060 31.5060 31.506(

Table 2. Watermark detection results of the proposa
method without attacks

In order to test the robustness of our proposed
method, four different types of attacks, summarized
in Table 3, were performed to the watermarked audio
signal.

Attacks Description

Additive white Gaussian noise
(AWGN) is added to the
watermarked audio signal.

Noise
addition

Cropping We removed 10% samples from the
beginning of the watermarked
signal and then replaced these

samples by the original signal.

Re-sampling | The watermarked signal originally
sampled at 44.1 kHz is resembled
at 22.050 kHz, and then restored by

sampling again at 44.1 kHz.
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Re- The 16 bit watermarked aud
quantization | signal is quantized down to
bits/sample and again re-quantized
back to 16 bits/sample.

0 O

Table 3. Attacks used in this study for the watermiked
sound
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Figure.1 Watermark detector response of the proposk
method for the audio file ‘Symphony’for different types
of attack: (a) Noise addition (b) Cropping (c) Re-
quantization (d) Resampling

Table 4. Similarity results of the proposed methoc against noise attack

Types of Audio SIM
Signal o=03 c=032 o=10.1
Swvanphony 312563 310412 287734
Gayageum 3116128 30.7437 287173
Hurran Voles 314734 31.4328 31.3153%
Classical 31.4502 31.4706 31.3647

Table 5. Zimilarity results of the propozed method agairet cropping

Trpes of Audio SIM
Signal =103 =02 z=10.1
Sympkony 309282 .9382 309381
Gayageum 310210 31.0208 31.0210
Hurran Yoles 310530 310530 31.0531
Classical 30234 310234 310234

Table 3. Simi‘arity result: of the prop osed method zgainst re-gaantization

Trpes of Audio SIn
Signal o=03 c=02 o=10.1
Svmnplony 314514 31,4699 31,3457
Garvagenm 31.48:7 31.4471 31.25648
Hurean YWolee 315038 315008 31.4815
Clazzical 315051 31.5043 31.4528

Table 7. Similarity results of the propoeed method againgt re-sampling

Trpes of Audio SIn
Signal n=0.3 c=0.2 a=0.1
Symnplony 31.5060 31.5060 31.5060
Gayagenm 31.5060 31.5060 31.5060

Table 4: Similarities result of the proposed method
against noise attack

Imperceptibility (Inaudibility) test for DWT :-
Imperceptibility is related to the perceptual gtyali
of the embedded watermark data within the original
audio signal. It ensures that the quality of thgmal

is not perceivably distorted and the watermark is
imperceptible to a listener. To measure
imperceptibility, we use Signal-to-Noise Ration
(SNR) is a simple way to measure the noise
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introduced by the embedded watermark and can
give a general idea of imperceptibility, in DWT
method. Robustness test to evaluate robustness of
the propose algorithm, we implemented a set of
attacks that commonly affect audio signals. It is
measured the similarity between the original
watermark and the watermark extracted from the
attacked watermarked images using the correlation
factor p, which is computed as shown in equation
below.

N
.21 L L
~ ;:
W, W) = ———
p( ) Ilg 5 llPZJ )
W W
L= =

whereN is the number of pixels in watermank,and

w" are the original and extracted watermarks
respectively. The correlation factermay take values
between 0 (random relationship) to 1 (perfect linea
relationship).

Conclusion

We evaluate the performance of our watermarking
method for different types of Wav audio signals
sampled at 44.1 KHz .The DCT and DWT based
watermarking will be done using above equations on
audio signal. The effectiveness of these algoritiisns
verified by conducting experimentation by comparing
for their performance features. It shows strong
robustness against several kinds attack. We will
evaluate the robustness of the

Watermark to common signal manipulations including
adding noise and re-sampling etc. our proposed
method achieves SNR values ranging from 13 dB to
24 dB for different watermarked sounds.
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